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(EE3 OfIACHbIIZ I4HTEPHE T>>

C raxAuM roAoM MoJroAexr{ B r4HTepHere craHoBLITrcs 6onrlle, a IIKOJIbHI{KLI

oAHr4 rr3 caMbrx aKT BHbrx rroJrb3oBarenefi Pynera. MeN4y reM, rIoMIlMo orpoMHoro

KoJrr{rrecrBa Bo3Mox octefi, r.rHTepHer Hecer n upo6lervru. 3ra rlaMtrKa AonxHa

troMorlb re6e 6egolacHo HaxoALITbct B cerI4.

KovruurorepHble BTIPYcrI

Kounrrorepnrrfi Blrpyc - oro pa3HoBrllHocrb KoMrlbrorepHblx npolpaMM'

orruquremnofi oco6enHocrbK) rcoropofi flBrrfl.eres. cuoco6nocrb K pa3MHoxenuro. B

AorroJrHeHrre K gToMy, Br,rpycbr Mofyr rroBpeAr4Tb vr[rLr TIoJIHOCTbTO yHl4qroxslTb Bce

tpafinu u AaHHbre, noAKoHTpoJrbHbre noJlb3oBareJlro, or I{MeHLI Koroporo 6rua

3arryqeHa 3ap€DKeHHZUT lpofpaMMa, a raK]Ke rroBpeAl4Ts r4lrlr Aa)Ke yHl{qro)Kurb

oflepaqzoHHyro cr{creMy co BceMLr Safiravru B rIeJroM. B 6onrurrurcrse cJlfraeB

pacupocrpaHflroTct BLIpycbI tlepe3 rIHTepHer.

Meto4rr 3aITILITII or BpeAoHocHbIX [porpaMM:

1. Irlcnonrsyft conpevreHHbre oleparlr4oHHble cLIcreMbI, LIMercIrII4e cepresnHfi

ypoBeHb 3alqurbl or BpeAoHocHbIX nporpaMM:

2. flocro.sHHo ycraHaBJrusair. uar{rll (quQponrre 3aIrJIarKI4' Koropble

aBToMarkTrrecKu ycraHaBnurBarorcf, c rlenbro 4opa6orr<n nporparvruu) vr Apyrkle

o6nosreHus cnoefi oleparluonnofi cr{creMbr. Cra.{unafi I{x roJIbKo c oQuqu€[IlbHoro

cafira paspa6oruzra OC. Eclu cyqecrByer pexLrM aBroMarnrrecKoro o6uonnenrEr,

BKIIOqLI EfO;

3. Pa6orafi, Ha cBoeM KoMnbrorepe rtoA rIpaBaMLI noJrb3oBareJlt, a He

aAMr{Hprcrparopa. 3ro He rro3BoJrlrr 6olrruuncrBy BpeAoHocHbrx nporpaMM

trHcT€UIJIIIp OB aTbCt Ha TBO eM IIep C OH€LIbHOM KOMIIbIOTep e ;

4. Zcuonmyft aHrlrBlrpycHbre rrporpaMMHble rlpoAyKrbl LI3BecrHbIX

rrpol{3BoA ur eneit, c aBToMarLIqe cKuM o 6H o sreH uov 6 az;

OrpaHvvr Suszvecrzfi Aocryn K KoMrrbrorepy AJII nocropoHHl{x JILIII;

I4cnonrsyfi sHeurHLIe Hocl4Tenu unQopMallr,ru, TaKLIe rar QneruKa, APIcK

wnu Qafin I{3 LIHTepHeTa, ToJIbKo LI3 IIpoBepeHHbIX IlcToqHI4KoB;

7. He orrprrnafi KoMrrbrorepHbre Qafinrr, rloJlyrreHHbre r43 HeHaAe)KHbIX

ucroqHlrKon. ,{axe re Safilu, Koropbre prcJIaJI rnofi 3HaKoMbIfi. Jlyvtue yrorIHI'I y

Hero, ornpaBJItJI JIII oH re6e ux.

Cern WI-FI
Wi-Fi - gro He Br{A nepeAaqkT AaHHbrx, He rexHoJlorll.f,, a Bcero JII4Iub 6yeu[,

MapKa. Erqe B I99I roAy Hr4AepJraHAcKat KoMnaHLITI 3aperrlcTprlpoBaJla opeHA

"WECA",.ryo o6osHaq€uo croBocoqeraHr4e "Wireless Fidelity", roropufi [epeBoAI4Tc{

rar "6ecnpoBoAHuul to'rHocrl".

[o Haurero BpeMeHLr Aorxna Apyrafl. a66peyuarypa, Koropafl. flBJrflerc.fl taroft xe

TexHoJroruefi. 3ro a66peyuarypa "Wi-Fi". Taroe Ha3BaHI4e 6ruo AaHo c HaMeKoM Ha

craHAapr srrclllefi :eyroeofi TexHuKr4 Hi-Fi, rITo B rlepeBoAe o3Harlaer "BblcoKat

toqHoctltt.

5.

6.

[a, 6eculalrrrfi LrHrepHer-Aocryn B r<aQe, oreJlf,x Lr iDponoprax flBrflercfl



oTnl4qHofi Bo3Mox(HocTbIo BbrxoAa B uHTepHeT. Ho MHoFLre gKcneprbr cqlrraror, rrro
o6rqe4ocrynHbre Wi-Fi ceru He rBJr.rrorcs 6esouacHbrMrr.

Coeerrr uo 6egonacHocrLT pa6oru n o6rqe4ocryrrHbrx cerrx Wi-fi:

1. He uepe4aeair cBoro nLrqHyro uuQoprr,raqvro qepe3 o6uleAocryrrHbre Wi-Fi
cerkl. Pa6oras B HLrx, x(eJrareJlbHo He BBoA?rrb rraponu Aocryrra, JrorlrHbr u KaKr{e-To

HOMepa;

2. Zcuomsyfi n o6Hosnsir aHrvrBnpycHbre rporpaMMrr u 6pau,qrvrayep. Terr,r

caMbIM rrr o6esoflacl4rrrb ce6s, or 3aKarrKvrBvrpyca Ha rBoe ycrpoficrno;

3. llpz zcnoJrb3oBaHLru Wi-Fi orKrroqu Synrcquro "O6rqufi Aocryr x Qafinarra
n npunrepavr". \aunat QyHrcqza 3aKpbrra rro yMoJrqaHLrro, oAHaKo HeKoropbre
rloJlb3oBareJrLr aKTLrBupyror ee Anf, y4o6crna r4crroJrb3oBaHkrs. n pa6ore wmyte6e;

4. He zcnomsyfi ny6rzvnufi WI-FI Anfl repeAaqv Jrr4rrHbrx AaHHbrx,
Hanpl{Mep Anr BbrxoAa B corlu€LJrbHbre ceTr4 urruB sJreKTpoHHyro [orrTy;

5. Zcuonrsyfi rorlrro 3arrlr4rrleHHoe coeALrHelrrkre qepe3 HTTPS, a ne HTTP,
T.e. npkr Ha6ope ne6-a4peca BBoALT r4MeHHo "hItpsll";

6. B uo6unrnou rereQone orKrrorrr4 Qynrcqzro "flo4ruroqeHue r Wi-Fi
aBToMarLIgecKu". He 4orrycxafi aBToMarlrrrecKoro loAKnroqenurfl ycrpoficrBa K cerrM
Wi-Fi 6es rsoero cornacur.

Couua"rrrHbre cerrr

Coquamnble cerl{ aKTLTBHo BXoArr B Harrry xrr3Hb, MHorze JIToALI pa6orator u
xl4Byr raM rlocro.rHHo, a s Facebook yxe 3aperlrorpr4poBaH Mr4JrJrprapA qe[oBeK, rrro

f,BJlf,erct oAnofi ce4rnaofi Bcqx xzrerefi rrJraHerbr. MHorue rroJrb3oBareJrLr He

TIoHLIM€uor, rrro znQopvrarlkrr, p€BMeIqeHHafl I4MLr B corlLT€urbHbrx cerrx, Moxter 6urr
nafi4eua z [crroJrb3oBaHa KeM yroAHo, B ToM rrlrcJre He o6.ssarenlno c 6rraruytu
HaMepeHLrflMvr.

OcnosHrre coBerbr uo 6esoracHocrl{ B couz€rJrbHbrx cerrx:

1. Orpanuub clrncoK 4pysefi. V re6s B Apy3b.rrx He AonlKHo 6rru cnyraftHrrx
Lr He3HaKOMbrX JITOAeI4 ;

2. 3aquqafi cBoro qacrHyro x{Lr3Hb. He yrasunafi rrapoJrLr, rereQonrr,
aApeca, Aary rBoero poxAeHlrrr Lr Apyryrc rr4qHyro znQopnraqzro. 3noyMbrrrrJreHHvKLr

MoryT l4crronb3oBarb Aaxe nnQoprraarluro o roM, KaK Tbr Lr rBor{ poArrrenu nnaHr.rpyere
rrpoBecTLr KaHlrKynbr;

3. 3aqlrrqafi cBoro penyrarlr4ro - epxn ee B qr4crore Lr sa4asair ce6e noupoc:
xoreJr 6rr rrr, .no6rr Apyrlre rroJrb3oBarenr4 Bvr4e.rrLr, qro rbr 3arpyxaeum? Ilogyrr,raft,
npexAe qeM qTo-To orryoJrkIKoBaTb, HanvrcaTb u 3afpy3r{Tb;

4. Ecnu rbl roBoprrrub c JrroAbMr.r, Koropbrx He 3Haerub, He LrcrloJrb3yfi csoe
pe€ulbHoe uv'fl,Lr Apyryro ruqHyro unQoprvrarJvrtr: vrMfl' Mecro )KlrreJrbcrBa, Mecro yre6u
u npoqee;

5. VIz6erafi pa3Merrleunr QororpaQrzft n Irlnrepnere, rAe rrr uso6paxeH Ha

MecTHOCTLI, rro rcOrOpOft MO)r{HO OrrpeAenuTb rBOe MeCTOTTOJTO)KeHLIe;

6. llpu perlrcrparllrkr . B coquanrnofi cerlr neo6xo4zvro ucrroJlb3oBarb
cJIo)KHbIe rrapoJrr{, cocror[ryre us 6yrn v qu$p Lr c KornqecrBoM 3HaKoB ne uenee 8;

7. [nt coqzamnofi cerr{, rorrrbr v Apyrvx cafiroe Heo6xo4uuo



lIcIIoJIb3oBaTb pEI3HbIe napoJll4. 'TorAa ecnr Te6{ B3JIoMaIoT, To 3JroyMbrruneHHrrKLr
lonyraT AocTyn ToJrbKo K oAHOMy MeCTy, a He BO BCe CpEt3y.

S.nercrpoHHbre AeHbrrr

SlercrpoHnrre AeHbrI{ - gro oqeHb y4o6nufi crroco6 [narexefi, oAHaKo
cyIqecTByIOT MOIII€HHI4 KLI' KoTopble XoTf, T IIonfII4Tb 3TI,I AeHbrLI.

3ner<rponHble AeHbrI,I rrotBuJrucb coBceM HeAaBHo Lr LrMeHHo r43-3a groro Bo
MHOrrrx focyAapcrBax Ao cux IIop He nporrr4caHo rrpo Hr{x B 3aKoHax.

B PoccztE )I(e oHLI SynrqzoHt4pyror 14 o Hr4x y)Ke upolr4caHo B 3aKoHe, rAe r4x
pa3AeJlf,ror Ha HecKoJIbKo BLTAoB - aHoHLrMHbre v He aHoHr4MHbIe. Pasnuqa B ToM, qro
aHoHI4MHbIe - 9To r€, B Koropbrx p€Bperlaerc.fi [poBoALrrb onepaqura 6es
u4eHrzQuKar\uu nonb3oBareJl{, a B HeaHoHr4MHbrx z4enrzsvrKar\vrfl rronb3oBareJrt
flBrrflercfl. o6ssaremHofi .

Tarcxe cneAyer pasnLrqarb gJreKTpoHHbre QzarHue AeHbrLr (pannu
focyAapcTBeHHbrM namoranr) z gJreKTpoHHbre

rocyAapcrBeHHbrM ealrorau).
neQzarHrre AeHbrLr (tre paBHbr

OcHoeHrre coBerhl rlo 6esonacHofi pa6ore c oJreKTpoHHbrMr4 AeHbraMLr;

1. llpnnxxz K cqery Iuo6zmHufi reneQou. 3ro cavrnft y4o6nufi u 6ucrpufi
cuoco6 BoccraHoBtrrb Aocryn K' cqery. llpnnasanuufi releQon rroMox{er, ectrvr
sa6y4erur cnoft rrJlarex(Hblfi uaponr urvr 3 fi4erur ua cairr c He3HaKoMoro ycrpoficrna;

2. Zcnolrsyfi oAHopa3oBble raponkr. llocre repexoAa Ha ycLrJreHHyro
aBTopI'BaIII{Io re6e y)Ke He 6y4er yrpo)Karb orracHocrb Kpar<lr Lrru lepexBara
rrJraTe)KHoro [apon.f, ;

3. Brr6epz cloxnrrfi naponb. flpecrynruaKaM 6y4er He npocro yraAarb
cloxnuft napoJlb. Ha4exnrre lapoJrr{ - 9To naponkr, Koropbre coAepx{ar He uenee 8
3HaKoB LI BKJIIoqaror B ce6s, crporrHble n trponzcnrre 6yrnu, quQpbr rr HecKoJrbKo
OTIMBOJIOB' TaKLte KaK 3HaK AoJlnapa, Syura, BocKJrr{rlarenrHrrfi 3HaK Lr r.rr. Hanpurvrep,
$tR0ng!;;

4. He eno4I,t cBolt JII4qHbIe AaHHbre sa caitrax. KoropbrM He AoBepferub.

9.nercrpoHHafl rroqra

Slexrpounax roqra - 9To rexHoJrort4.rr v [peAocraBJr.rreMbre erc ycJryru rro
[IepechlJlKe vr rIoJIfreHI{Io 3neKTpoHHbIX coo6rqenzfi, Koropbre paclpeAeJrrrorcr B
KoMrrblorepuofi cerll. O6rrqso gJIeKTpoHnHfi uoqroerrfi .aultrK BbrrJrsAtrr cneAyroqr4M
o6pasou: LIMf,-rloJlb3oBareJlrr@utvtx goMeHa. Taxxe KpoMe uepeAaqu lpocroro reKcra,
uMeercr Bo3MoxrHocrb rrepeAaBarb Safinrr.

ocuosHrre coBerbr no 6esonacnofi pa6ore c eneKTponnofi uoqrofi:

1. Ha4o nu6parr rpanunrnrrft uo.rrosrrfi cepB c. B raHreptrrere ecrb
orpoMHblfi nn6op 6ecnlaurblx IrorrroBbrx cepBLrcoB, oAHaKo Jr1nrrue AoBep{Tb reM,
Koro 3Haerub Lr KTo nepaufi n pefirunre;

2.He yxaertnafi s ruqHofi lorrre LrrrHyro unQoplaaqurc. Hanpulaep, n)qrue
nu6parr "vry3urcalrrnrrfi_Qan ar@" urtt "potr 20 13" BMecro "reMa 1 3 ".

3. Zcnonr:yfi AByxoranHyro aB opkr3arlurc. 3ro KorAa rroMr{Mo napoJr.rr
HyxHo BBoAr4Tb KoA, npvcruaeuufi no SMS;

4. Bu6epz cloxnrrfi naponb. ,,{na r<ax4oro rroqroBoro f,rrlr.rKa ronxeH 6rrrr



cBoft HaAexHbrfi, ycrofrvzerrft K BJroMy rrapoJrb;

5. Ecnn ecrb Bo3MolltHocrb Hanucarb caMoMy csofi ill.rHrrfi Borrpoc,
rrcrroJrb3yfi ery Bo3MolrHocrb;

6. I4cuolssyfi HecKoJIbKo IroqroBbrx rrquKoB. llepnrrfi Arrfl, .racrHofi
lepenl4cKkr c a4pecaraMvI, KoropbrM Thr AoBeptrerrrb. 3ro enexrponHrrfi aApec He HaAo
LlcnoJrb3oBarb npr4 perr4crparlukr Ha Qopyuax u cairrax;

7. llocne oKoHqaHLIt pa6oru Ha uor{ToBoM cepBrzrce lepeA 3aKpbrrr4eM
BKJTaAKI{ c cafirou ne sa6y4r Haxrarb Ha "BHfiru".

Kn6ep6y.nJr rrH r rrJrrr Brr pryaJrbHoe rr3AeBareJrbcrBo

Kz6ep6ylJIIaHr - npecneAoBaHkre coo6rqeHvrflMvr, coAepx(arqLrMr.r ocKop6teuut,
arpecculo, 3arIyrI4BaHI{e; xynr4raHcrBo; coquaJrbHoe 6ofirorrapoBaHlre c noMorqbro
p€BrI{tIHbIX l4HTepHer-cepBr4cos. OcHoBHbre coBerbr uo 6opr6e c ru6ep6yuuHrou:

1. He or4punafi Safirbr u Apyfl4e Bno)KeHLrs. B rrr4cbMax, Aa:rce ecJrlr oHrl
[puIIrJII4 or rBol4x 4pysefi. Jlyrne yroqHr y Hr{x, orrrpaBn{rftr rrLr onz re6e eru Qafilu;

2. He 6pocaitcs. s 6ofi. Jlyr:luuir. cnoco6: rocoBeroBarbcf, rarc ce6.s Becrr4 14,

ecJIrI Her roro, K KoMy MontHo o6parzrrcx, To BHaq€ure ycrroKol4Tbcr. Eclu rrt
HarIHeIIrb orBeqarb ocrop6neHnflvrvr Ha ocrop6neuur, To roJrbKo erqe 6olrrue
pa3 o)nKerm rouSnurr; Yupan nsir cso eir rcz6epp enyraquefi ;

3. Anonuunocrb B ceru MHr{Muur. Cyulecrnyror cuoco6rr BhurcHLrrb, KTo
CTOLIT 3a aHOHLIMHbIM aKKayHTOM;

4. He croLIT BecrLI xyrruraucxuir o6pas nvrpryanrHofi xkr3Hkt. ?InrepHer
$zrcczpyer Bce rBoLr Aeitcrnus. u co aH.rrer r{x. YAanzrr nx 6y4er rpafine
3aTpyAHr,rreJrbHo;

5. Co6nro4afi ceorc Brrpry€LnbHyro qecrb cMoJroAy;

6. I,Iruopapyfi eAzHt4.rHHft Herarr4B. O4nopa:orue ocrop6zreJrbHbre
coo6qeHl4.x nyque I{rHopI4poBarb. O6rr.rHo arpeccur rpeKparqaerc . Ha Haqamnofi
cTa4uLr;

7. Eau arpeccopa. B uporpananaax o6ueHa MrHoBeHHbrMz coo6qeuvirML\ B

coIIIatuIbHbIX cer.flx ecrb Bo3Molruocrb 6lorczponrcz orrrpaBKr4 coo6qenufi c
onpeAeJreHHbrx aApecoB ;

8. Eclz rbl cBI{AereJIb rz6ep6yrJrr4Hra. Tsoz geircrnux: Bbrcrynurb rrporLrB
rIpecJIeAoBareJIt, rloKa3arb gMy, qro efo Aetrtcrr.ux orleHrrBarorcr HefarI{BHo,
noAAep)Karb xeprBy, Koropoft nyNHa IrcrlxoJroruqecKar rroMorrlb, coo6qzrb B3pocJrbrM
o Qarre arpeccr{BHoro [oBeAeHLrr B cerlr.

Mo6lr.trnufi re.neQon

ConpevreHHhre crvraprQonbr Lr rrJraHruerbr coAep)Kar n ce6e BrroJrr{e' nspocnufi
QynrqzoHal, v relepb oHI4 MoryT KoHKypr4poBarb co crarllroHapHbrMLr
KoMrlbrcTepaMkl. O4naro, cpeAcrB 3arrlkrrbr Anr rroAo6nrrx ycrpoficrB rroKa orreHb
M€trlo. Tecruporalnue14 rIoIzcK yr3Br4Mocrefi s Hr{x [poucxoAutr He raK LIHTeHcLTBHo, KaK

4rx fIK, To x(e caMoe Kacaercr u'uo6zlrHbrx [plrJroxenzfi.

Conpeuennrre uo6I{JIbHbIe 6pay:eprr yxe [paKTlrrrecKLr AorH€lJrrr HacroJrbHbre
aH€r[orl4, oAHaKo paclxl4penze $yHrrluoHaJra BJreqer sa co6ofi 6omrnyro cJro]r(Hocrb ra



MeHbruyrc 3arrlr{rqeHHocTb.

,{aner<o
KpLtrrdqecKlre ys3BLrMo crr4 AJr.rr cBor4x ycrp ofi crn.

ocnosHrre coBerbr 4na 6esoracHocrrr uo6znrnoro rene0ona:
1. Hlr'rero He.f,BJr.f,erc.f, rlo-HacrotrIrleMy 6ecurarnrrvr. By4r ocropoxeH, BeAb KorAa
re6e npe4JlararcT 6ecunarnrrfi r<onreHT, B HeM MoryT 6rrrr cKpbrrbr KaKLre-To rrJrarHhre
ycJryfLr;

2. [ylaft, [pe)KAe qeM orrpaBnrb SMS, Soro vrru BLrAeo. Trr roqHo 3Haerrrb, rAe
oHz 6y4yr B KoHeqHou rarore?

Heo 6xo4nao o6noBJrtrb orlep arlr4oHHyro crrcreMy rBo e ro crraaprQ ona;

I4cuolrsy it aHrurlupycHbre [p orpaMMbr Anr uo 6umuux rereQ oHoB ;

5. He sarpyxafi [pI4JIox{eHLIt or HeLr3BecrHoro LrcrorrHr4Ka, BeAb oHra Moryr
coAepx(arb BpeAoHocHoe [porpaMMnoe o6ecueqeHrae ;

6. ffocle roro KaK TbI nrrfi4erur c caitra, rAe BBoAkrir rr{qHyro znQoprraaqnto, zafrau
n nacrpofir<z 6paysepa Lr y Aalla cbokies;

7. flepzo4lEqecKl{ lponepxfi, KaKr{e Jrarubre ycJryrr4 aKTnBzpoBaHbr Ha rBoeM
HOMepe;

8. [auair cnofi HoMep uo6zmHoro reneQoHa ronbKo JrroAf,M, Korophrx rhr 3Haeurb
lI KOMy AoBep{erub;

9. Bluetooth AoJIXeH 6rrrr BbrKrroqeH, KorAa rbr LrM He uoJrb3yeuncs. He
sa6l";.nafi r4HorAa rrpoBeprrb oro.

Online rrrpbr

ConpervreHHble omafin-zrpbl - 9To KpacoqHbre, 3axBarbrBaroulLTe pa3BJreqeHkrrr,
o6te4unxrcque corHl4 Thlctq qeJIoBeK rro BceMy MLTpy.Zrporn r4ccneAyror 4aHnrrfi zna
Mtrp, o6rqarorca Apyr c ApyroM, BblrroJrHrror 3aAaHul, cpaxarorc.f, c MoHcrpaMu Lr
rloJlfralor orIbIT. 3a yAoBonbcrBI4e oHrr trJIar{T: rroKyrlalor ALrcK, orrJraqr4Balor
a6oHenaen r r4rrkr npuo6peraror KaKLr e-To onrlr4lr.

_ Bce srI4 cpeAcrBa Lr[yr Ha rloAAepxaHr4e u pa3Bkrrlre zrpbr, a raK1e Ha caMy
6esouac'ocrb: coBeplxeHcreylorcs cI4creMbl aBTopkr3ar{ur4, BblrrycKarorcr HoBbIe rrarq'l
(quQponrre 3arIJIarKu Alrfl, rlporpaMM), sarpunarorc.f, yf,3Br4Mocrlr cepBepoB.

B uo4o6HbIX klrpax crol{T orracarbcf, He cronbKo cBolrx colepHr4KoB, cKoJrbKo
Kpaxfl{ TBoero Irapons, Ha KoropoM ocHoBalr'a cLrcreMa aBTopv3arlLrv 6olrruuncrBa r{rp.

ocnosnrre coBerbr no 6esonacHocrr,r rBoero krrpoBoro aKKayHTa:

1. Ecttu 4pyroft zrpoK BeAer ce6x rrJroxo r4Jrr4 co3Aaer re6e HenprrrrH ocrvr,
sa6norzpyfi ero B crrrrcKe LrlpoKoB;

He BCe npoLr3BoAurerru BbrrrycKarcT o6noueHzl, 3aKphrBaroulve

aJ.

4.

2- floxarryficfl aAMkrnltcrparopaM rllpbr Ha [Jroxoe rroBeAeHze ororo krlpoKa,
)KeJIareJrbHo rrpLrJIox{LITb KaKI4 e -TO AOKa3 areJrb crB a B BI4Ae CKpI4HOB ;

3. He yxa:nnafi nu.ruyro zH$opMarlr4ro n npoSafiJre krlpbr;

4. Ysaxafi Apyrr4x fracrHlrKoB rro vrpe;

He ycrau asrunafi, neo Qzqu€urbHbre rrutlrar r4 MoAbr;5.

6. Zcuonrsyfi cloxHlre r{ p€BHbre napoJrrz;



7. ,{aNe Bo BpeMr Lrrpbr He crolrr orKrroqarb aHTI/tBLIpyc. llora rbl Llrpaelrlb,

rnoft KoMrlbrcTep MoryT 3apa3lrrb.

@nruunr rrJru Kpalna ruq5blx AaHHbIx

O6rr.rHofi rpaxefi AeHer Lr AoKyMeHToB ceroAH.rr yxe HuKoro He yALIBLIIuI, Ho c
pa3BI{TrreM LrHTepHeT-TeXHOJTOf}rn 3JTOyMbTTUJTeHHLIKLT IIepeMeCTUIMCb B kIHTepHeT, kI

npoAonxaror 3aHlrMarbc.[ "nro6zuuvt" 4eroM.

Tar uossvrracb HoB€ur yrpo3a: LrHTepHer-MorueHHuqecrBa utm SmLIHr, TJIaBH€uI

rleJrb Koroporo cocrorrr B rronfrenzz ToHSI4AeHIITI€IIbHrIx AaHHbIX rloJlb3oBarenefi -

Jrorr,rHoB r{ rrapoJrefi.Ha anrruficxoM.f,3brKe phishing Lruraercfl. rax QvrulrHr (or fishing
- pu6na.a JroBJrr, password - uaponr).

OcnosHHe coBerbr uo 6opr6e c SzruuHroM:

1. CleAu 3a cBotrM aKKayHTou. EcrrE Tbr noAo3peBaerub, rITo rBot aHKera

6ula B3JroMaHa, ro neo6xoArrMo sa6rorczpoBarb ee r4 coo6qzrb a1MuHvrcrparopaM

pecypca o6 srou KaK Mo)KHo cKopee;

2. Zcnolrsyfi 6egonacHbre se6-cafirrr, B ToM rrr{cJle, IaHTepHer-Mara3I4HoB u
TIOLICKOBbIX CLICTEM:

3. Irlcnolrsyfi cJroxHbre vr pulsHhre napoJrrr. Tar<uivt o6pasou, ecJIrI re6s
B3JroMaror, To 3noyMbrruJreHHLrKlr rlonyqar Aocryrr roJrbKo K oAHoMy rBoeMy upoQr,urro

B CerI{, a He KO BCeM;

4. Eclz re6x B3JroM€rrru, ro neo6xoAzrvro rpeAynpeAI4Tb Bcex cBol4x

3HaKoMbrx, Koropbre Ao6aereHbr y re6s, B Apy3bf,x, o roM, qro re6s. B3JIoMaJIu u,
Bo3Mo)KHo, or rBoero vMeHu 6y4er paccblnarbcr crraM Lr cchrJIKI{ ua SzuruHroBble
cafirw;

Ycranosz HaAe)KHbrft uaponr (PIN) ua uo6zmnrrfi rele$ou;

Orrfiro.rz coxpaHeHrle rrapoJrx n 6paysepe;

He orrprrriait $afiitFr rr Apyrlre BJroxreHr4fl. B nllcbMax, Aaxe ecJII{ oHLI

5.

6.

7.

rrpr{rrlrlu or rBorrx 4pysefi. Jlyuure yroqHlr y Hr{x, orrrpaBnrrwr rvr onz re6e erz Safinn.

IluQponan perryrarlrrn

I{zQponar perryrarl[r - gro Herarr.rBHuvrrwr rro3r{TrrBHar anQopMalllrf, B cerLI o
re6e. Kounpouerr{pyroqar znQopiuaqzx, pa3MerrleHHar B uHTepHere, Mox(er
cepbe3Hbru o6pasoM orpa3rtTbc.f,.Ha rnoefi peamnofi )rfll3Hfi. "I{uQponafl, penyraqu.f," -
ero rsofi rdMr{Am, roropufi Qopvrzpyerc.f, r{3 unSoprraarlr4Lr o re6e B I{HrepHere.

Tsoe Mecro xl4TeJrbcrna, yre6rr, TBoe $unanconoe rloJloxeHlre, oco6engocrrz
xapaKTepa u paccK€Bbl o 6rzsrux - Bce 9To HaKarrJluBaerct B cerll.

Mnorue noApocrKz JrerKoMbrcJreHHo orHoc.rrrcr K tty6nurcaguvt rur.rHofi
nuQopuaqzu B IrlnrepHere, He rroHr{Maf, Bo3Mo)r(Hbrx uocre,4crnzfi. Tu AalKe He

cMoxerxb AoraAarbcr o roM, qro SororpaSvrfl,, pa3MeIrIeHHar 5 JIer Ha3aA, craJra

npuuunofi orK€Ba rrpr.rHrrb re6x na pa6ory.

Kouuenrapuv, pa3MerrleHr4e rBoLrx Sororpa$ufi, r4 Apyrne AeircrrltTfl, MoryT He

ucrle3Hyrb Aaxe rrocJle roro, KaK Tbr krx y4urvlur. Tu He 3Haerlb, KTo coxpaHkIJl gTy

un$opnraquro, nouarla JII{ oHa B rrolrcKoBbre crrcreMbr vr coxpaH}Inacb lrv oHa, a

rJraBHoe: qro [oAyMaror o re6e oKpy]Karoqrre JrroAr4, Koropble nafi4yr LI yB]IArr 9To.

Hafiru unQoprvrarllrro MHoro Jrer crrycrr cMoxrer nro6ofi - KaK ns 4o6pux uo6yx4euuit,
TaK kr c HaMepeHVeM [prFrr4Hr,rrb BpeA. 3ro uoxer 6rtrr KTo yroAHo.



OcnosHrre coBerbr rro 3arrllrre qz$ponofi penyra\vu:

1. flo.4yuafi, [pexAe qeM qro'ro uy6nvKoBarb ]I [epeAaBarb y ce6s, s 6rore
Lrlrn B coquaJrbH ovr cerkr:'

2.

a
J.

B nacrpofirax upoQznr ycraHoBrr orpaHr4rreHllrl Ha rlpocMorp rBoero
npoQunx r4 ero coAep)KrrMoro, c4enafi ero roJIbKo "4rf, lpysefi";

He pasnret4afi. u He yKzr3brnafi unSopMaIILIrc, Koropuu Mox{er roro-nz6o
ocrop6rrrb prJrpr o6nxarr.

Anropcrcoe rpaBo

ConpervrenHbre rxKoJrbHrrKr{ - aKTLrBHbre rroJrb3oBarelrv qzQponoro npocrpaHcrBa.
O4naro AaJreKo He Bce 3Haror, qro [orb3oBaHrre MHorrrMI{ Bo3MoxHocr{MI{ qzQponoro
vrvrpa rpe6yer c o 6ruoAeHr4s rrp aB Ha Lr HTeJrJreKTy€rnbnyro c o 6 crBeHHo crb.

TeprvrzH "zHrerleKTy€rnbHar co6crnenHocrb" orHocl4Tct K pa3rkIqHblM

TBopeHI,LrIM qeloBeqecKoro yMo, :na.uvrnafl. c HoBbIX uzo6perenuit v 3HaKoB,

o6ognaqaroqux co6crnenHocrb Ha [poAyKTbr u ycJIyrI4, u saKalrqvrBafl, KHuraMrI,

Q oro rp aQ vtflMvr,, runo Q znbM aMr.r I{ My3 brKaJIb HsIMI4 rrp o 14 3 B eA eHr4flMvt .

Anropcrue npaBa - sro rrpaBa Ha zHTeJrJIeKTyaJIbHyIo co6crneHHocrb Ha

npolr3BeAeHus, HayKr{, Jrr.rTepaTypbr 14 r4cKyccTBa. Antopcrcze [paBa BbIcTyrIaIoT B

KarrecrBe rapaHTr{}r roro, rrro r4HTenJreKTy€rflrnrrfi/rsop.recrzfi TpyA aBTopa ne 6y4er
Ha4pacHbrM, AacT eMy cnpaBeAnr4Bbre Bo3MoxHocTr{ 3apaooTaTb Ha pe3ynbTaTax cBoefo
TpyAa, rroJrfrkrrb tr3BecrHocrb r4 Irprr3HaHr{e. Huxro 6es paspe[IeHl{rl aBTopa He Mox{er
Bocnpou3BoAr4Tb ero rrpou3BeAeHue, paclpocrpaH.rrrb, uy6nnuHo AeMoHcrpl4poBarb,
npoAaBarb, ktMrroprrrpoBarb, rlycKarb B rlpoKar, rry6nzuno ZCIIOJIIUITb,

rroKzr3brBau/racnonnrrb B eQzpe znz pa3Melllarb n IrlHrepnere.

ZcuonrgoBaHLre "uuparcroro" uporpaMMHofo o6ecneLreHvrfl, Moxer rIpLIBecrI{ K
MHorLtM pr{cKaM: or rrorepr4 .qaHHbrx K TBorrM aKKayHTaM 4o 6norupoBKll TBoero
ycrpoficrBa, rAe ycrauonneHa HenerzlJrbHar rrporpaMMa. He crokIT TaKII(e sa6rrsarr, qro
cyrlecrByror JreraJrbHbre u 6ecuraurbre nporpaMMbr, Koropble Mo)I(Ho r.airru B cerlr.

O uopra.ne

Cerenu.roK.pQ - rsofi rnasHrrfi coBerqlrK B cerrr. 3Aecr rbl Mo)Kernb y3Harb o
6esouacHocrLt B cerl{ floHrrHbrM. Lt AocrynHbrM .s3brKoM, a rrpll Bo3HZKHoBeHTILI

rpzruuecroft cprryar\vu o6parurrcx 3a coBeroM. A rarcKe npkInf,Tb flacrl{e B

KoHKypcax u crarb caMbrM quSponrrM rpaxAaHunotu!


